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▪ Infringements can be quite sophisticated and 
difficult to stop

▪ The true identity of the infringers is often unknown

▪ Registrars, hosts and payment channels are often 
in multiple jurisdictions

▪ Multiple platforms are used to conduct the 
infringement

▪ Consumer complaints can create bad publicity for 
a brand

▪ Time is of the essence

The Non-Linear World of Online Infringement
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Online Infringement: Example 1 – Timeshare Scam
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<trivagosaltlake.com>
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Financial Intelligence Group

<fingroupinc.com>

Real Estate Brokerage Co.

<realestatebrokerageco.com>
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Bankoneinvestmentllc.com



Online Infringement: Example 1 – Timeshare Scam
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The Purchase Agreement
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The Tax and Escrow Payment and Reimbursement



▪ Addresses of Utah affiliate and escrow company/agent are virtual offices 
obtained through Regus PLC, a flexible workplace provider

▪ Domain names used are registered through US and Australian registrars

▪ Hosting of the websites done through companies located in Utah and 
Arizona

▪ Escrow company and financing company for the scheme are real US 
companies whose identities have been stolen

▪ Bank One Investment is a dormant subsidiary of JP Morgan Chase

▪ Parties behind the scheme are based in Mexico

▪ Banks and accounts where alleged “tax” funds are sent are in Mexico
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Online Infringement: Example 1 – Timeshare Scam



▪ Identified primary instruments used to legitimize the scheme and took down 
all associated websites and email usage through hosts or domain name 
registrars

▪ Shut down the virtual offices used through Regus

▪ Apprised JP Morgan Chase and companies whose identities had been stolen 
of the scheme

▪ Contacted Mexican banks being used to receive payments

▪ Contacted government and law enforcement officials and agencies in the 
United States and Mexico

▪ Coordinated information with law enforcement and parties involved

▪ Managed customer expectations
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Online Infringement: Example 1 – Timeshare Scam
The Solution



Online Infringement: Example 2 – False Bookings
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Online Infringement: Example 2 – False Bookings
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Booking Statement and Payment Request



Online Infringement: Example 2 – False Bookings

12

Invoice for Payment



▪ Multiple domain names, registered through a registrar in India, are used for 
websites offering the bookings

▪ Websites are hosted through various companies in the United States,  
Germany and Canada

▪ Some social media platforms are used to promote the booking websites

▪ Multiple Spanish banks used to receive payments for the bookings

▪ The parties receiving the payments in the invoices are actual newly formed 
companies in Spain whose identities have been stolen

▪ Consumers targeted are in multiple jurisdictions
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Online Infringement: Example 2 – False Bookings



▪ Searched for and identified multiple domain names being used for the 
scheme and identified hosts for all websites used

▪ Took down websites and email addresses being used 

▪ Contacted registrar to have domain names suspended

▪ Contacted Spanish banks being used for payments

▪ Contacted government and law enforcement officials and agencies in Spain 
and filed a Police Complaint Form 

▪ Coordinated efforts and provided information to Spanish police as obtained 

▪ Managed customer expectations
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Online Infringement: Example 2 – False Bookings

The Solution



▪ Increased use of business name registrations and trademark filings to 
create an aura of legitimacy 

▪ Use of business names and trademarks as basis for registering domain 
names for use with infringing websites or for email

▪ Increased use of multiple hosting services in sometimes remote 
jurisdictions with little ISP liability

▪ Use of domain name registrars with difficult procedures and onerous 
requirements for abuse complaints, transfers or the like

▪ Use of legal or other services to further schemes and create legal positions
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Online Infringement: Making Enforcement Difficult



▪ Investigate problematic infringements thoroughly

▪ Take action quickly.  The optics can be important

▪ Develop a strategy to impair the objected to conduct (you may never get to the 
source, but can impact on the success of scheme)

• Consider options such as takedowns, UDRP, lawsuit

▪ Work with other parties that may be the target of a scheme and consider 
information sharing when appropriate

▪ Engage law enforcement when appropriate (not every matter will get interest)

▪ Use watch services to try and detect potential sources of online infringement

▪ Develop action plans and strategies for communicating with consumers when 
addressing schemes that target consumers of your brand
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Online Infringement: Final Takeaway



Thank you
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